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Abstract— as we know that with the help of Data mining techniques we can find out
knowledge in terms of various characteristics and patterns. In this regard this paper presents
finding out of anomalies/ outliers using various decision tree based classifiers viz. Best-first
Decision Tree, Functional Tree, Logistic Model Tree, J48 and Random Forest decision tree.
Three real world datasets has been used in this study. Theoretical analysis and experimental
results shown that the Random Forest decision tree has outperformed other decision tree
based classifiers of this study in terms of correct classification rate and kappa statistic.
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I. INTRODUCTION
Anomaly detection is becoming a critical issue now days. There are wider variety of
anomaly detection ranging from fraud detection in financial transactions, faulty node
detection in computer networks and many more. In decision support systems, we have to be
very careful during decision making process; but before proceeding for decision making we
should know about the anomalies present in our databases. There may chances that our data
may suffer from various kind of anomalies such as missing entries, incorrect entries etc.
There may be lots of reasons behind the presence of anomalies in datasets i.e., typing
mistakes, improper working or malfunctioning of any component of a machine, erroneous
transactions, faulty machines, lack of proper environment during reading taken process of any
medical diagnosis etc. Plenty of anomaly detection techniques exist in research literature, but
we have to ensure which technique will gives us better results. The performance of anomaly
detection algorithms may vary according to various situations i.e., domain of anomaly
detection, size of datasets, type of datasets etc. During the layout of this paper we may use the
terms interchangeably such as „anomaly‟ and „outlier‟; „databases‟ and „datasets‟; and „data
sets‟ and „datasets‟. Decision trees are one of the most powerful techniques of data mining
which enable us to find out proper classification of our data items. Han et al. [2], classified
data mining techniques into three categories viz. Association Rule Mining, Clustering and
Classification/ Prediction. Classification is the method of discovering set of models that
describes/ predicts the class of objects whose class is unknown. Classification helps in
predicting the class of a unknown tuple by matching the characteristics from the testing
database with training database; this overall process is sometimes known as pattern matching.
There is one another term used sometimes with classification i.e., prediction. The major
difference is that, classification predicts a categorical value, while regression is applied when
prediction is required on real-valued or numeric domain. As we are aware that Decision trees
are helpful in making effective business decisions due to their predictability properties, that‟s
why they are categorized in classification algorithms of data mining. In this paper, we have
tested five decision tree based classifiers viz. „Best-First Tree‟, „Functional-Tree‟, „Logistic
Model Tree‟, J48 and „Random Forest‟ on three real world datasets obtained from UCI
machine learning repository [3].
The rest of the paper is organized as follows, Section-II describes some of the work
related with anomaly detection, whereas Section-III elaborates the experimental work with
brief discussions; finally conclusions are made in Section-IV.
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II. BACKGROUND WORK
Machine learning techniques have been used by researchers to address the problem of
anomaly/ outlier detection. Most of the work in the area of anomaly detection has been done
using clustering techniques; but in this paper we will review some of the wok related with
anomaly detection using classification as well as clustering. Let us review anomaly detection
using both techniques as follows:
As mentioned above, most of the work in the area of outlier mining has been done
using various clustering techniques. Starting from the very famous algorithm of the decade
i.e., BIRCH (Balanced Iterative Reducing and Clustering using Hierarchies) by Zhang et al.
[6], many other clustering algorithms have been proposed in the research literature. Another
method of same kind was proposed by Yogita and Toshniwal [4]. They proposed a clustering
based framework for outlier detection in evolving data streams that assigns weights to
attributes depending upon their respective relevance. Weighted attributes are helpful to
reduce or remove the effect of noisy attributes in mining tasks. Keeping in view the
challenges of data stream mining, the proposed framework is incremental and adaptive to
concept evolution. On the other hand Carmelo Cassisi et al. [5] presented the enhancements
in density based clustering. The method was based on the concept of space stratification,
efficiently identifies the different densities in the dataset and, accordingly, ranks the objects
of the original space. Next, it exploits such knowledge by projecting the original data into a
space with one more dimension. It performs a density based clustering taking into account the
reverse-nearest-neighbor of the objects. Their method also reduces the number of input
parameters by giving a guideline to set them in a suitable way. Whereas to detect outliers
from industrial data Cateni et al. the use of artificial intelligence techniques has been
proposed in [7]. Noha A. Yousri et al. [8] proposed a fuzzy approach for integrating results
from an outlier detection method and a clustering algorithm. A universal set of clusters is
proposed which combines clusters obtained from clustering, and a virtual cluster for the
outliers. This approach has two phases; the first computes patterns‟ initial memberships for
the outlier cluster, and the second calculates memberships for the universal clusters, using an
iterative membership propagation technique. This approach was general and can combine any
outlier detection method with any clustering algorithm.
Another outlier mining approach related with Wireless Sensor Networks was
presented by Fuzzy et al. [9]. They proposed a novel in-network knowledge discovery
approach that provides outlier detection and data clustering simultaneously. Their approach is
capable to distinguish between an error due to faulty sensor and an error due to an event
(probably an environmental event) which characterize the spatial and temporal correlations
between events observed by sensor nodes in a confined network neighborhood. Experiments
on both synthetic and real datasets show that the proposed algorithm outperforms other
techniques in both effectiveness and efficiency. On the other hand Xu et al. [10] proposed a
hierarchical anomaly detection framework to overcome the challenges of anomaly detection
in WSNs. They aim to detect anomalies by the accurate model and the approximated model
learned at the remote server and sink nodes, respectively. Besides the framework, they also
proposed an approximated local outlier factor algorithm, which can be learned at the sink
nodes. Various other approaches [1, 12-18] for finding out anomalies using clustering and
other techniques are also exist in research literature.
III. EXPERIMENTAL WORK
In order to evaluate the performances of decision trees (mentioned in Section-I), we
performed classification on three real world datasets viz. Horse-colic, Glass and Sonar. All
the three datasets has been obtained from UCI machine learning repository [3]. Five different
parameters (correct classification rate, incorrect classification rate, kappa statistic, mean
absolute error and time taken to build model) have been selected for the overall evaluation.
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Waikato Environment for Knowledge Acquisition version 3.7 is being used as simulation
tool. The first dataset (horse-colic) containes 368 instances and 23 attributes (7 numeric and
rest are of nominal type); whereas the second dataset (Glass) contains a total of 214 instances
and 10 attributes (all are of numeric type except the class attribute, which is of nominal type).
The third dataset (sonar) contains a total of 208 instances and 61 attributes (all are of numeric
type except the class attribute, which is generally of nominal type). The default configuration
of WEKA has been used in all the experiments except the „Test options‟ option; in the „Test
options‟ we have selected the first option i.e. „Use training set‟ instead of 10-folds cross
validation. Before discussing the experimental work, let us discuss in brief about the five
decision tree based classifiers (obtained from [11]) which have been used in this study.
Best First Tree (BFT) [19] uses binary split for both nominal and numeric attributes.
Haijian Shi first introduces the algorithm for building binary best-first decision trees for
classification problems; then an investigation on two new pruning methods which determines
an appropriate tree size by combining best-first decision tree growth with cross-validationbased selection of the number of expansions that are performed. The Functional Tree (FT)
[20] is a Classifier that could have logistic regression functions at the inner nodes and/ or
leaves. The algorithm can handle binary and multi-class target variables, numeric and
nominal attributes and missing values. In this work, a unified framework and multivariate
models for various types of classification and regression problems with in-depth study of the
behavior of functional trees has been proposed. On the other hand J48 [21] has been used
which is basically a class of generating pruned or unpruned C4.5 decision tree. The Logistic
Model Tree (LMT) [22] is a classification model with an associated supervised training
algorithm that combines logistic regression (LR) and decision tree learning. Their
experiments show that LMT produces more accurate classification than C4.5, CART, logistic
regression, model trees, functional trees, naive Bayes trees and Lotus. Whereas Breiman [23]
developed Random Forests (RF), which are a combination of tree predictors such that each
tree depends on the values of a random vector sampled independently and with the same
distribution for all trees in the forest. The detailed discussion about these five algorithms has
been provided in [19-23].
Description of Experimental Results: As mentioned above we have used five different
algorithms of decision trees on three real world datasets. Table-1 shows the summary of
experiments carried out on these algorithms. In first dataset, we found that RF has classified
99 % of the instances correctly with 0.98 as kappa value. The kappa values lie between 0 and
1. The 1 value of kappa means all the instances of a dataset has been classified correctly
without any errors as given in the training dataset. Whereas other parameters i.e. incorrect
classification rate, mean absolute error are associated with the correct classification and
kappa value. If the correct classification rate is higher mean the less the errors and the less the
incorrect classification rate. On the other hand the time parameter gives us the speed of
execution of algorithm in building the classification model.
Table 1: Summary of various experiments carried out by 5 Decision Tree based classifiers on 3 real world
datasets

Colic Dataset
Parameters
BFT
FT
J48 LMT
Correct Classification Rate
98.64 93.21 85.87 90.76
Incorrect Classification Rate
1.36 6.79 14.13 9.24
Kappa Statistic
0.97 0.85 0.68 0.80
Mean Absolute Error
0.05 0.10 0.24 0.14
Time Taken to Build Model (in sec.)
0.41 0.47 0.03 4.71
Glass Dataset
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Correct Classification Rate
76.64 80.37 96.26 98.60 99.53
Incorrect Classification Rate
23.36 19.63 3.74 1.40
0.47
Kappa Statistic
0.67 0.74 0.95 0.98
0.99
Mean Absolute Error
0.10 0.07 0.02 0.01
0.03
Time Taken to Build Model (in sec.)
0.06 0.31 0.03 3.74
0.06
Sonar Dataset
Correct Classification Rate
92.79 93.75 98.08 88.46 100.00
Incorrect Classification Rate
7.21 6.25 1.92 11.54
0.00
Kappa Statistic
0.86 0.87 0.96 0.77
1.00
Mean Absolute Error
0.13 0.13 0.03 0.19
0.07
Time Taken to Build Model (in sec.)
0.23 0.20 0.09 5.94
0.06

Fig. 1: The correct classificatio rate of various decion tree based classfiers on ‘colic‟ dataset

From first dataset we found that J48 has taken least time in building the classification
model, whereas BFT has the least error value. But if we talk about the second dataset, the less
number of errors has been produced in case of LMT algorithm, the values of other parameters
in this experiment are same as of first dataset. Accordingly in third dataset, the same lead has
been taken by RF algorithm except the time taken as shown in Table-1.

Fig. 2: The correct classificatio rate of various decion tree based classfiers on ‘Glass‟ dataset
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The correct classfication rates of various decision tree based classifiers from colic,
glass and sonar datasets is shown in Figures 1,2 and 3 respectively. Whereas Figure-4
represents the average number of outliers discovered during all experiments. After viewing
all the results we can say that the performance of RF algorithm is better as compared to other
decions tree based classifiers in terms of correct classification rate and kappa statistic;
whereas J48 is able to build the model in less number of time than other algorithms.

Fig. 3: The correct classificatio rate of various decion tree based classfiers on ‘sonar‟ dataset

Fig. 4: The average number of outliers discovered from colic, glass and sonar datasets using various decision
tree based cassifiers

IV. CONCLUSION
The paper proposes an evaluation of five decision tree based algorithms (BFT, FT,
J48, LMT and RF) on three real world datasets (colic, glass and sonar). Theoretical analysis
and experimental work shown that Random Forest (RF) decision tree has outperformed other
decision tree based classifiers (in this evaluation) in terms of correct classification; whereas
J48 is able to build the classification model in lesser time than other algorithms. In future, we
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may extend this work with the incorporation of some other machine learning algorithms with
larger datasets.
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