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Abstract-- Wireless communication is the transfer of information between two or more points that are
not connected by an electrical conductor. in which MANET does not require a fixed network
infrastructure. Mobile ad hoc networks (MANETs) have attracted much attention due to their mobility
and ease of deployment. However, the wireless and dynamic natures render them more vulnerable to
various types of security attacks than the wired networks. The major challenge is to guarantee secure
network services. To meet this challenge, certificate revocation is an important integral component to
secure network communications. In this paper, we focus quick and accurate certificate revocation, we
propose the Cluster-based Certificate Revocation with Vindication Capability (CCRVC) scheme. In
particular, to improve the reliability of the scheme, The performances of our scheme are evaluated by
both numerical and simulation analysis. Extensive results demonstrate that the proposed certificate
revocation scheme is effective and efficient to guarantee secure communications in mobile ad hoc
networks.
I.
INTRODUCTION
MOBILE ad hoc networks (MANETs) have received increasing attention in recent years due to their
mobility feature, dynamic topology, A mobile ad hoc network is a self-organized wireless network
which consists of mobile devices, such as laptops, cell phones, and Personal Digital Assistants (PDAs),
which can freely move in the network. In addition to mobility, mobile devices cooperate and forward
packets for each other to extend the limited wireless transmission range of each node by multichip
relaying, which is used for various applications, e.g., disaster relief, military operation, and emergency
communications. Security is one crucial requirement for these network services. Implementing security
is therefore of prime importance in such networks. Provisioning protected communications between
mobile nodes in a hostile environment, in which a malicious attacker can launch attacks to disrupt
network security, is a primary concern. Owing to the absence of infrastructure, mobile nodes in a
MANET have to implement all aspects of network functionality themselves; they act as both end users
and routers, which relay packets for other nodes. Unlike the conventional network, another feature of
MANETs is the open network environment where nodes can join and leave the network freely.
Therefore, the wireless and dynamic natures of MANETs expose them more vulnerable to various types
of security attacks than the wired networks.
II.
EXISTING METHOD
2.1 VOTING BASED MECHANISM:
The mechanism is defined as the means of revoking a malicious attacker’s certificate through votes from
valid neighboring nodes. The certificates of newly joining nodes are issued by their neighbors. The
certificate of an attacker is revoked on the basis of votes from its neighbors. In URSA, each node
performs one-hop monitoring, and exchanges monitoring information with its neighboring nodes. When
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the number of negative votes exceeds a predetermined number, the certificate of the accused node will
be revoked.

Fig. 1. The classification of nodes in our scheme
2.2 NON VOTING BASED MECHANISM:
In the non-voting-based mechanism, a given node deemed as a malicious attacker will be decided by any
node with a valid certificate. The certificates of both the accused node and accusing node have to be
revoked simultaneously. In other words, the accusing node has to sacrifice itself to remove an attacker
from the network. Although this approach dramatically reduces both the time required to evict a node
and communications overhead of the certificate revocation procedure due to its suicidal strategy, the
application of his strategy is limited.
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Fig. 2. Control packets.
III. PROPOSED SYSTEM
We propose a Cluster-based Certificate Revocation with Vindication Capability (CCRVC) scheme. Like
our previously proposed cluster-based schemes clustering is incorporated in our proposed scheme,
where the cluster head plays an important role in detecting the falsely accused nodes within its cluster
and recovering their certificates to solve the issue of false accusation. On the other hand, CCRVC
inherits the merits of both the voting- based and non-voting-based schemes, in achieving prompt
revocation and lowering overhead as compared to the voting-based scheme, improving the reliability
and accuracy as compared to the non-voting based scheme. Our scheme can quickly revoke the
malicious device’s certificate, stop the device access to the network, and enhance network security.
The scheme can revoke an accused node based on a single node’s accusation, and reduce the revocation
time as compared to the voting-based mechanism. In addition, improving the accuracy as compared to
the non-voting- based mechanism. The proposed scheme exhibits more reliable and higher efficiency as
compared to the existing ones, because it guarantees sufficient normal nodes to revoke the certificates of
the attackers and takes a short revocation time
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IV.

SIMULATION RESULT

V.CONCLUSION
In this paper, we have addressed a major issue to ensure secure communications for mobile ad hoc
networks, namely, certificate revocation of attacker nodes. In contrast to existing algorithms, we propose
a cluster-based certificate revocation with vindication capability scheme combined with the merits of
both voting-based and non-voting based mechanisms to revoke malicious certificate and solve the
problem of false accusation. The scheme can revoke an accused node based on a single node’s
accusation, and reduce the revocation time as compared to the voting-based mechanism.
In addition, we have adopted the cluster-based model to restore falsely accused nodes by the CH, thus
improving the accuracy as compared to the non-voting based mechanism. Particularly, we have
proposed a new incentive method to release and restore the legitimate nodes, and to improve the number
of available normal nodes in the network. In doing so, we have sufficient nodes to ensure the efficiency
of quick revocation. The extensive results have demonstrated that, in comparison with the existing
methods, our proposed CCRVC scheme is more effective and efficient in revoking certificates of
malicious attacker nodes, reducing revocation time, and improving the accuracy and reliability of
certificate revocation.
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